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e Our Data Controller (DC) is Jason Turner (Head of College)

e Our Data Protection Officer (DPO) is Daniel Washington

As a private school, De La Salle College is a data controller and holds data on its students in
order to support their teaching and learning, to monitor and report on their progress, to
provide appropriate pastoral care, and to assess the school’s performance. This data includes
contact details, examination and assessment results, attendance, special educational needs
and any relevant medical information. The data we hold must only be used for specific
purposes allowed by law. This statement outlines the types of data held, why that data is held,
and to whom it may be passed. For the purposes of the Data Protection Law (Jersey) 2018, De
La Salle College is deemed as a “public authority” being “any other body (whether incorporated
or unincorporated) that exercises functions of a public nature”. The data controller is
registered under Article 17 of the Authority Law (Jersey) 2018.

De La Salle College holds personal data concerning its student body, the parents’/guardians’ of
said students and its alumni. De La Salle College processes this data on the basis of schedule 2
(Article 9) of the Data Protection (Jersey) Law of 2018, (specifically to fulfil the Public functions
(paragraph 4) detailed in the Education (Jersey) Law of 1999) for the purposes of legitimate
interests (paragraph 5), to fulfil other legal obligations (paragraph 7) and Article 29. De La Salle
College holds personal data concerning its employees and former employees. De La Salle
College processes this data on the basis of schedule 2 of the Data Protection (Jersey) Law of
2018 specifically, to fulfil its obligations regarding Employment and Social fields (paragraph 8).
De La Salle College holds personal data concerning its student body, the parents’/guardians’ of
said students, its alumni, its employees and former employees. De La Salle College processes
this data on the basis of schedule 2 of the Data Protection (Jersey) Law of 2018, specifically to
fulfil the Vital Interests of the data subject or another person (paragraph 9) in order to fulfil its
statutory safeguarding responsibilities. Finally, De La Salle College holds and processes data on
students, parents, alumni, employees and former employees, processing this data by virtue of
schedule 2 of the Data Processing (Jersey) Law of 2018, specifically where the data subject has
given specific consent. Data will be retained by the College for periods as prescribed in the
destruction of data schedule that forms part of this policy. Resources to enable this schedule to
be completed are made available by the Data Controller. The implementation of this schedule
is policed by the Data Protection Officer and is subject to annual external verification.

The data we hold, including emails and web data, is stored on servers hosted on site. Where
this is not possible due to a particular software issue or because the data needs to be
processed by a third party, for example examination data, this is subject to a service level
agreement that clearly stipulates the use of the data, its security and the length of time the
data may be held by the third-party processor before it is to be destroyed. These service level
agreements are reviewed by the DPO to ensure that they comply with Part 8 of the Data
Protection Law (Jersey) 2018 and the GDPR which govern Cross-border data transfers, prior to
signature from the DC. A DPIA will be written to assess and control the risks posed by any new
processing activity or sub processing agreement. Where data is the subject of a Cross-border
data transfer but is not covered by all service level agreements relating to a third-party data
processor, it will be recorded by the College and this log is subject to examination by the Office
of the Data Commissioner.
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For safeguarding purposes, all emails written and or dispatched, any website searches
undertaken or webpages visited are screened to comply with our legal obligations. De La Salle
College processes this data on the basis of schedule 2 of the Data Protection (Jersey) Law of
2018, specifically to fulfil the Public functions (paragraph 4) detailed in the Education (Jersey)
Law of 1999, for the purposes of legitimate interests (paragraph 5), to fulfil other legal
obligations (paragraph 7) and Employment and Social fields (paragraph 8). All users of
computers at De La Salle College are reminded of their obligations to act in accordance with
our Safeguarding policy (and other relevant Safeguarding and Professional standards) when
they log on to a computer and students are made aware of this via E-safety lessons. The
screening software is hosted by servers on site.

De La Salle College uses CCTV to monitor its premises and adjacent areas in order to maintain
security and to prevent and investigate crime. This data is held for a period of 30 days on
servers hosted at the College and is then destroyed. This data can only be viewed by
employees of the College for safeguarding, pastoral and behaviour purposes with the express
written permission of the Data Controller. A record of each view data is retained by the College
SIRO and by the College Data Protection Officer. We may, on occasion, share this data with a
third party, for example the police force. Where this data release is requested, it will be done
on the legal basis of paragraphs 4 or 19 of schedule 2 of the Data Protection Jersey Law (2018).
The release of data will be reviewed by the DPO and can only be sanctioned by the DC.

De La Salle College uses photographic images in its publications and on its websites, refer to
our Social Media Policy for details, under paragraph 5 of schedule 2 of the Data Protection
Jersey Law (2018). Any transfers made are made with ‘consent’ as the preferred legal basis,
but where large events are attended ‘Legitimate Interest’ maybe used, a LIA (Legitimate
Interest Assessment) will be required attached to/in lieu of a transfer form.

As part of our admissions procedure, we collect details of candidates and their parents or
guardians and information regarding their education history. This information may be used for
administrative or legal purposes during the admissions process. (Paragraphs 4, 5 & 7 of
schedule 2 of the Data Protection Jersey Law 2018). Should the application be unsuccessful this
information will be securely destroyed as per the destruction schedule.

When a pupil accepts a place at De La Salle College, further data may be collected in addition
to that submitted as part of the admissions process. This might include: medical records and
information, including details of any illnesses, allergies or other medical conditions suffered by
pupils; personal details such as home address, date of birth and next of kin; information
concerning pupil’s performance at school, including their discipline record, School reports and
examination results; financial information including information about the payment of fees;
biometric data — specifically finger pattern technology. This information is kept electronically
on the College’s information management system and/or manually in indexed filing systems.
(Paragraphs 4, 5, 7 & 9 of schedule 2 of the Data Protection Jersey Law 2018).

Except as might be required by law (see below), we do not share data with external bodies or
third parties, unless the data subject or the person with parental responsibility has given their
written consent or one of the specific exemptions under the Data Protection Law applies
(please refer to the Data Protection (Jersey) Law 2018). In the event of any request from a third
party to share data, it will be subject to a review procedure undertaken by the Data Protection
Officer (DPO), who will establish the legal justification for the release of the data, the manner
in which the data is transferred to ensure security, the purpose for which the data is to be used
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and finally the amount of time the third party may hold the data before it is to be destroyed or
returned to the College. Where De La Salle College receives a data release request from a third
party, it will take reasonable steps to verify the identity of that third party before making any
disclosure. If the data requested can be pseudonymised, the College will release the
information in this form. Once this process has been undertaken, data will be released only
with the specific authority of the Data Controller (DC). All data transfers to a third party will be
recorded by the College and this log is subject to examination by the Office of the Data
Commissioner.

From time to time, the College is required to pass on data to the Department for Education, in
accordance with paragraph 4 of schedule 2 of the Data Protection Jersey Law 2018. When a
student has transferred to another educational establishment, upon request we will pass on all
information relevant to the education and care of that pupil, in accordance with paragraph 4 of
schedule 2 of the Data Protection Jersey Law 2018. This transfer is the main way in which the
Data subjects right to data portability is exercised and this method is agreed with the
Department for Education. We will inform the person with parental responsibility for the data
subject when we have transferred the data to the new educational establishment. Again, in
accordance with paragraph 4 of schedule 2 of the Data Protection Jersey Law 2018, data may
also be passed directly to UK examination and assessment organisations for processing. The
resultant information is returned to De La Salle College and, in the case of public examinations,
also to the Department for Education, to enable Island wide statistical analysis. Contact details
are provided to the Department for Health and Social Services and Family Nursing &
Homecare, in order that parents may be contacted regarding child health programmes, such as
the dental screening scheme and the vaccination programme, in accordance with paragraph 16
of schedule 2 of the Data Protection Jersey Law 2018.

Data supplied to the Department for Education about students from De La Salle is only used to
carry out its public functions; that is: to evaluate and develop education policy and to monitor
the performance of the education service as a whole. Information will also be used to assess
any special educational needs the pupil may have. The Department for Education also uses the
information to derive statistics to inform decision-making on, for example, the funding of
schools, and to assess the performance of schools and set targets for them. Information may
be shared by the Department for Education with other States Departments or agencies for
statistical or research purposes, or with Social Services or other relevant agencies for the
purposes of safeguarding. Information is also passed to the Population Office and the Statistics
Unit in accordance with the States of Jersey’s public function and legal obligations.

The Data subject or those with Parental Responsibility have the right to object to processing of
any personal data based exclusively on the conditions of public functions or legitimate
interests. If the Data subject or those with Parental Responsibility wish to exercise this right,
they should inform the DC in writing. However, this cessation of data processing does not apply
where the DC demonstrates that there are compelling legitimate or public interests in
continuing to process the data that outweigh the interests’ rights or freedoms of the data
subject.
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Procedure for Release of Data
All requests to release data either as part of data access request or to a third party will go
through a review process conducted by the DPO.

Category A
Data request to a third party, such as the Education department or the Department for Health,
which are already governed by a Service Level Agreement.

Where there is an existing data processing agreement in place which relates to processing
under specific schedule 2 processing as outlined in the Data Protection (Jersey) Law of 2018,
the risks to data are relatively small as the transfer is being made to a public authority,
registered with the Data Protection Authority and operating according to similar principles to
De La Salle College. Requests for Category A data release should be sent to the DPO for
checking. The DPO will then forward the request to the DC for approval and permission to
release the data. Data should only be released using the agreed methods of data transfer, that
is secure encrypted USB drive which is signed for by an officer of the SOJ. The data should only
be transferred with a clear statement outlining the purpose for which the data is to be used
and an assurance that the data will be held securely, not passed to other third parties and
destroyed when no longer needed.

Category B
Data transferred to a third party for data processing where the data will be stored in the UK or
in the EU, which is already governed by a Data Processing Agreement.

Where there is an existing data processing agreement in place as outlined in the Data
Protection (Jersey) Law of 2018, the risks to data are relatively small as the transfer is being
made to a UK-based organisation, such as an examination board which commits to following
the precepts of the European Union’s General Data Protection Regulation (GDPR). Where the
Data transferred is to a third party for data processing, where the data will be stored in the UK
or in the EU but which is not yet governed by a Data Processing Agreement, the DPO will need
to establish a DPA with the third party and be satisfied that the principles within the GDPR will
be completely complied with. This will inevitably take longer, but no data can be transferred
without said DPA being in place.

Requests for Category B data release should be sent to the DPO for checking. The DPO will then
forward the request to the DC for approval and permission to release the data. Data should
only be released using a means approved by the DPO. The data should only be transferred with
a clear statement outlining the purpose for which the data is to be used and an assurance that
the data will be held securely, not passed to other third parties and destroyed when no longer
needed.

Category C
All other data transfer requests.

Requests for data transfers that do not fall within Category A or B will normally only be
considered providing the data can be pseudonymised or explicit consent has been gained from
the Data subject or the person acting with parental responsibility for the data subject.

Requests for Category C data release should be sent to the DPO for checking. All Category C
requests will need to go through a data protection impact assessment for high-risk processing
conducted by the DPO. The DPO and DC will then consider the impact assessment before
either refusing or granting permission to release the data. Data should only be released using a
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means approved by the DPO. The data should only be transferred with a clear statement
outlining the purpose for which the data is to be used and an assurance that the data will be
held securely, not passed to other third parties and destroyed when no longer needed.

Where such transfers occur in the process of planning an educational visit, the data transfer
form (overleaf) will form part of the Form 1 planning so that risks to privacy can form part of
the decision-making process (see Educational Visits Policy).
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DATA RELEASE CONSENT FORM

Please complete this form if you have had a request or are required to release data to a third
party concerning a student or staff member. Please ensure this form is fully completed with
required documentation attached. Please then hand this to the Data Protection Officer who,
along with the Data Controller, will authorise the release of said data. A minimum of 3 days
prior to release is necessary for processing of this form.
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DETAILS OF MEMBER OF STAFF REQUESTING THIRD PARTY DATA RELEASE:

NAME: SIGNATURE: ..ottt

POSITION: e e DATA RELEASE NUMBER
(FOR DPO USE ONLY):

DATE SUBMITTED: ..ottt

DATA REQUEST ATTACHED: YES NO N/A

DETAILS OF DATA RELEASE REQUEST:

WHO REQUESTED THE RELEASE OF DATA: ..ottt st

WHO ARE THE RECIPIENTS OF THIS DATA: ..ottt e e esnenene

PLEASE TICK IF THERE IS A DATA PROCESSING AGREEMENT: |:|
PLEASE CIRCLE THE CONDITIONS FOR PROCESSING THIS DATA: (If in doubt, consult DPO)
PUBLIC FUNCTION  CONTRACT LEGAL OBLIGATION VITAL INTEREST
LEGITIMATE INTEREST CONSENT  PARENTAL CONSENT

If using consent, please ensure relevant consent is attached.

PLEASE OUTLINE WHAT TYPE OF DATA IS BEING RELEASED: .....cooivieirivrceeere e

AUTHORISATION OF DATA RELEASE:

DATA PROTECTION OFFICER:

........................................................................... DATE: oo

............................................................................. DATE: oo,
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DATA RELEASE NUMBER
(FOR DPO USE ONLY):

TRANSFER OF DATA:

METHOD DATA TRANSFERRED: ....ooiuiiiiirireieierre ittt st s e e s e e

IF REQUIRED, AUTHORISATION GIVEN TO IT SUPPORT FOR USE OF SECURE USB:

RETENTION INSTRUCTIONS:

WERE RETENTION INSTRUCTIONS APPLICABLE IN THIS TRANSFER OF DATA: YES/NO

IF YES, PLEASE CIRCLE INSTRUCTION GIVEN TO THIRD PARTY IN RELATION TO DATA RETENTION:
RETURNED/DESTROYED/OTHER

DATE OF CONFIRMATION IN RELATION OF THE RETURN/DESTRUCTION OF DATA: .....cccocoevnevrirernnns

(Please return this form to the De La Salle office once data release and retention period has
ended. Please attach any documentation relevant to the above)

F MEMBER REQUESTING RELEASE: ......cccovviiiiiiiiiiicc e,
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A copy of this completed form will be sent to you. See overleaf for conditions/action plan set
by the DPO. This form will be retained by the DPO for six years following the DATA request.

Pupils, parents, staff and alumni, as data subjects, have certain rights under the Data
Protection Law (Jersey) 2018, including a general right of access to personal data held on them,
with those who have parental responsibility exercising this right on their behalf if they are too
young to do so themselves. If you wish to access the personal data held about your child, this
can be done through a subject access request. This is a formal procedure which is started in the
first instance by contacting the Data Protection Officer of the College. The DPO will ensure that
the personal data held is available for release within four weeks of the request being received
by the College. The Data Controller will release the data either in paper form or if the request is
made in electronic form, then the data will be released in like manner, if at all possible. If the
data request is particularly complex, then the four-week period may be extended by a further
four weeks, but this will be made clear to the Data subject within the initial four weeks. The DC
may request additional information to confirm the identity of the Data Subject or the legal
means by which the person acting with Parental Responsibility is able to make a request.
However, if the DC believes the Department of Education or the examination or assessment
organisations hold personal data that you wish to review, (either because the data file has
been transferred as a result of the student leaving DLS or due to other reasons) then the Data
Subject will be advised to contact the data protection officer for these organisations should be
contacted to initiate a subject access request process. (Please refer to Article 28 of the Data
Protection Law, Jersey, 2018- for further information on the rights of the Data Subject.)

Right of rectification

If a Data subject or a person acting with parental responsibility, disputes the accuracy or
completeness of personal data that is held by De La Salle College they may make a written
request to the DC to rectify or change the personal data, stating the inaccuracy or explaining
why the personal data is incomplete. The DPO will make reasonable efforts to verify this
dispute over data. Following this process, the DC will either authorise a change to the data or
note on the data file that the Data subject disputes the data being held.

Right to Erasure

If a Data subject or a person acting with parental responsibility, makes a written request to the
DC, then any personal data no longer necessary in relation to the purposes for which they were
collected or otherwise processed will be erased without undue delay. Data retained as per
Article 32 paragraph 3 of the Data Protection Law (Jersey) 2018, are not subject to the right to
erasure.

Right to access personal data

The right to access personal data, Article 28 of the Data Protection Law (Jersey) 2018, does not
apply to confidential references given by the DC. However, in the majority of cases the DC will
inform the data subject of the contents of any reference provided, so the Data subject can
review the factual accuracy of the data it contains. Personal data is also except from Article 28
of the Data Protection Law (Jersey) 2018 in relation to data processed by a court or with
respect to general Safeguarding as outlined in Article 61 of the Data Protection Law (Jersey)
2018.

The right to access personal data does not extend to information recorded by candidates
during an examination, however the provisions of article 60 in relation to Examination marks

will apply.
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Please note that all rights under the Data Protection Law (Jersey) 2018 to do with information
about your child rest with them as soon as they are old enough to understand these rights. This
will vary from one child to another and you will wish to consider the position for your child,
but, as a broad guide, it is reckoned that most children will have a sufficient understanding by
the age of 13. We would therefore encourage you to share this note with your child if they are
aged 13 or over.

This policy, the procedures related to it and its’ practise are externally reviewed for compliance
and the recommendations of the review will be acted on promptly.

Duties of the Data Controller (DC)
Article 6 of the Data Protection Law (Jersey) 2018 sets out the duties of the Data controller
(DC) in some detail. However, a brief summary of these duties would be that the DC is:

* Responsible for compliance with the data protection principles provided in the law;

* Must ensure that appropriate safeguards are designed into the planning and
implementing of personal data;

*  Must comply with record keeping requirements;

* Must report any personal data breach;

* Must appoint a Data Protection Officer (DPO).

Duties of the Data Protection Officer (DPO)
Article 26 of the Data Protection Law (Jersey) 2018 sets out the duties of the Data Protection
Officer (DPO) in some detail. However, a brief summary of these duties would be that the DPO
is:
* Inform and advise the DC and the employees who carry out Data Processing of their
obligations under the law;
* Monitor compliance with the law;
* Act as the contact point for the Data Protection Authority;
* Act as the contact point for the Data Subject or a person acting with Parental
Authority for said Data Subject;
* Provide advice to the DC on the need for a conduct of data protection impact
assessments;

The Right to Complain to the Data Protection Authority

Article 19 of the Data Protection Authority (Jersey) Law 2018 provides that any individual may
make a complaint in writing to the Authority in a form approved by the authority if the
individual considers that the Data Controller has contravened or is likely to contravene the
Data Protection (Jersey) Law 2018.
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