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Introduction

Disasters come in many shapes and sizes. They range from the crisis caused by fire or flood to
the less visible, but just as real, damage created by a serious accident, a scandal or a fraud. The
enormous benefits which sophisticated communications systems and ICT bring to
administration render them all the more vulnerable to failures in these systems.

No one wants to contemplate the disaster scenario, yet every year several schools experience
catastrophic events and have to make immediate and effective responses if they are to survive.
The odds of survival as a fully functioning school are improved enormously if there are
contingency plans, if everyone knows what is expected of them, and if there is an effective
public relations policy.

No plan can anticipate every form of crisis which might occur, but there are features which are
common to many incidents, so the purpose of this plan is to give those who are faced with a
crisis some basis for action. It provides a framework, and points to the preliminary work which
can ease the strain of managing a crisis if it happens.

Do not wait until the crisis happens to look at this plan — you will not have time then. All staff
should read it now and re-read it at regular intervals.

The following staff should keep a copy of the plan off-site, e.g., at home:

e College Director

e Bursar’s Office staff

e Assistant Headteacher (Primary)

e Deputy Director

e Members of the Senior Management Team

Copies will also be held in the Bursar’s Office and in the Head'’s office, as well as being in the
Policies folder on the Staff drive. Site plans are available in the Bursar’s Office, and copies are
placed next to the fire alarm panel in the main reception area.

KEEPING THE PLAN UP TO DATE

This plan will be reviewed annually at the start of the autumn term when most changes take
place. The covering sheet will be dated for currency.

PART 1

Preparation

The Importance of Preparation

Good planning can reduce the likelihood of a catastrophic event occurring in the first place, or
if it does occur, can mitigate the seriousness of its effects. Planning is also a vital part of
recovery, since without adequate records, the College cannot re-establish its business.

Planning To Reduce the Risk
The following procedures should reduce the level of risk in the case of disasters which threaten
the physical structure of the school:
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ACTION

WHOSE RESPONSIBILITY?

Fire safety checks carried out at regular
intervals

Mr D Sharrock

Staff are instructed in the use of fire
extinguishers

Mr D Sharrock

Extinguishing appliances inspected regularly

Mr D Sharrock

Emergency evacuation procedures practised

Mr D Sharrock (Sec) & Mr J Bell (Primary)

Fire doors are kept closed, except where
fitted with approved hold-backs

Mr N Rouault (Secondary) Mr J Bell (Primary)
Maintenance staff

Boilers and pipes are inspected regularly for
potential leaks

Mr D Sharrock

All departments which deal with potentially
hazardous substances (Science,
maintenance) equipment and practices (PE,
Art) carry out annual risk assessment
reviews.

Mr D Sharrock (Mrs Van Zyl)/Mr K Pallot /Mr
C Hubert /Mr B Asquith (Mr N Rouault)

Mr M White (Mr J Bell)/Thomas Nerac
(Canteen Manager)

Teachers responsible for special events (e.g.,
socials, trips, plays, etc) complete a risk
assessment which is approved by Mr D
Sharrock

Mr D Sharrock

Planning to Mitigate the Damage

The vital thing to remember in any disaster is DO NOT PANIC. Think carefully about what is
happening and take firm decisive action. Knee jerk reactions will only create more mayhem. It
is important to know exactly who is on site in the event of a disaster, particularly a fire, so that
the emergency services can focus their rescue activities. The following precautions will enable
the College Director and Bursar’s office staff to fulfil their roles and provide the emergency

services with appropriate information:

ACTION

WHOSE RESPONSIBILITY?

Register of pupils attending each day to be
recorded on Bromcom at 9.00am (whole
school), 1.00pm (Primary), 1.45pm (Seniors)

College Director — delegated to the Assistant
Head (Pastoral), Heads of Y12 & 13, Assistant
Headteacher (Primary) and Heads of House

List of all pupils to be kept on Bromcom and
updated each term

College Director — delegated to the College
Director office (HCO)

List of all parents' contact details to be kept
and updated each term

College Director — delegated to the Office
Team leader

List of all teachers, with telephone numbers,
to be kept and updated each term

College Director — delegated to the Team
leader
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Plans of school site to show the location of Mr D Sharrock
fire hydrants and shut off valves for water,
gas and electricity

Planning for Recovery
Please see Appendix G— Planning for recovery document

Activities Off Site

An injury, accident or other incident which takes place off site whilst pupils are in the care of
the College can also have serious repercussions for the reputation of the School. In order to
minimise the risk, a risk assessment form should be completed for every trip and approved by
the Educational Visits Coordinator (Mr S Melia).

Instructions are to be reviewed annually by Mr D Sharrock and Mr M White who updates the
Staff Handbook.

PART Il

Property Disasters

Dealing with the Incident
It is impossible to anticipate the proper response to every possible incident or disaster. However,
certain principles apply in most crises:

e C(Clear leadership is needed.

e Allinvolved must know who is in charge, and follow that person's instructions.

e Debate may delay an urgently needed response. In a crisis, firm decision-making is more
important than assessing all the options and consulting about them.

e Saving human life and health is more important than preserving property or reputation.

e Heroic gestures should not be encouraged or supported; leave dangerous situations to the
professionals.

There will usually be a typical pattern. This will be along the following lines:

DISASTER OCCURS

N
INITIAL RESPONSE

N
EMERGENCY ACTION

N2
RECOVERY

N2
BUSINESS AS USUAL
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Initial Response

On discovering an emergency situation, all members of staff should understand that they have authority
to call the police, fire service or ambulance service without requiring authorisation. It is then the
responsibility of the person who made the call to await the arrival of the emergency service and direct
them to the location of the problem. That person should also contact the College Director or Bursar’s
office staff.

Phases of the Response
The incident can thereafter be divided into three separate phases:

(i)  The emergency phase, when the important actions are directed towards saving
people and minimising damage to property.

(ii) The recovery phase, when the emphasis is on information management,
restoring order, making emergency arrangements and salvage.

(iii) The return to "business as usual”, or as near to that as can be achieved.

(i) Emergency Phase

Management

The College Director will make decisions, which affect pupils and teaching staff, and the
Bursar’s office staff will direct matters, which relate to buildings, finance, personnel and
insurance. In the event that either is off-site or away, their nominated deputy will carry out the
necessary actions. The aim of the decisions will be to bring order, do whatever is needed to
ensure the safety of those involved and, where possible, take steps to limit any damage. The
College Director and Bursar’s office staff will co-opt other staff as required.

Base

The College Director and Bursar’s office staff should be based as close to the emergency as
possible. If in any doubt, the two respective offices will be used.

Communications

A list of useful home numbers and mobile phone numbers of key staff is attached at Appendix
F.
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Immediate responsibilities during the emergency phase:

ACTION

WHOSE RESPONSIBILITY?

Ensure that emergency services have been
called —if this is appropriate

Whoever discovers the disaster should do
this

Evacuate buildings if appropriate

By activation of the Fire Alarm

Immobilise Utilities if necessary

The Caretaker or Mr D Sharrock

Liaise with emergency services — ensure that
site plans are made available

Mr D Sharrock

In the event of an evacuation take a roll call
of all personnel

Deputy DirectorDeputy Director/Assistant
Headteacher (Primary) /Administrative
Assistants

Call in additional staff to undertake recovery
phase

College Director/Bursar’s poffice
staff/Deputy DirectorDeputy Director/
Assistant Headteacher (Primary) /most
senior person present

Decide the next step — possible school
closure or sealing off an area

College Director, in consultation with
emergency services and Chair of Governors

Evacuate school premises if necessary

College Director/most senior person present
to contact CYPES to arrange for emergency
use of their Hall

Ensure everyone remains accounted for

College Director/most senior person present

Keep people who are not required off site

Bursar’s office staff/Mr D Sharrock in
consultation with emergency services.
Arrange transport if necessary.

(ii) Recovery Management

The College Director and Bursar’s office staff will implement the staffing required, both
internal and external, having obtained approval from the Governors if appropriate.

The responsibilities of the College Director and Bursar’s office staff during the recovery

phase:

Inform Chair of Governors
immediately, and other
Governors in due course

office staff

College Director/Bursar’s

Prepare a summary of what
has happened
decide who)

College Director or Bursar’s
office staff(circumstances will

This will need frequent
review and revision

Maintain a Log of events and
communications

The Bursar’s office staff

It is important to maintain a
track of what has taken
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place, and brief details of
telephone calls

Retrieve data on parent and
staff contact numbers

Administrative Assistants

Identify immediate needs

Mr D Sharrock

This could include a wide
range of items:

Food
Electricity
Heating
Light

Have a prepared statement
for the press

College Director

Advise the media, also using
the School website, if the
school is closed

College Director

Contact Insurance Agent

Bursar’s office staff

Contact Services and
Suppliers

Mr D Sharrock

Contact Staff and Parents

Administrative Assistants/
HCO/Office Team leader
under instruction from
College Director

All members of SMT

Start to identify the next
steps

College Director and Bursar’s
office staff to liaise on this

What will be needed for the
next 48 hours? This activity
should only commence when
all pupils and staff are safe
and well supervised

Guidance on communications with the media is in Appendix A.

Guidance on other communications is at Appendix B.

At this stage, the Team should take care to avoid making irrecoverable decisions. This is the
point where consultation may start to pay dividends.
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Plan for the first 24 hours after disaster

It is helpful now to start building a plan and to communicate this to those who will either action
the plan or be affected by it.

(iii) Business As Usual

If the important data has been stored off site, as suggested in this plan, work can start to
reinstate normal functioning, provided that there has not been excessive damage to the school
premises. If pupils will have to experience a significant reduction in the quality of classroom
accommodation and facilities it may be necessary to consider reducing fees to maintain parent
loyalty. This matter should be fully discussed by the Board of Governors before any decision is
taken or any suggestion made to parents. The School Insurers should also be consulted in
order to identify precisely the terms of any Business Interruption Cover. The Governors will
also need to consider longer-term issues, such as the difficulty of marketing the school, which
could reduce pupil numbers over a long period into the future.

If excessive damage has been done to the school premises, then arrangements should be made
for staff to leave work for pupils which parents will be able to access via Class Charts. Staff can
access their emails and their folders remotely so should check every day to ensure that emails
from parents re pupils’ work is dealt with speedily.

PART I

Other Crises

Incidents which do not threaten the College's physical property can come in many forms,
examples of which are listed below:

e Serious accident to a pupil or teacher on or off site.

e OQutbreak of serious infectious disease

e Criminal offence (or alleged offence) by a pupil or teacher.

e Inappropriate relationship between pupil and member of staff.

e Fraud or impropriety on the part of staff

e Death or suicide of a pupil or teacher.
Many other potential crises can be imagined. In these situations, there may not be a need to
call the emergency services, but speed and clarity of response can reduce the damage done to
the College's reputation and morale. It is just as important to manage each critical incident.

Dealing With the Incident

The following tasks form a template for immediate action, although responsibilities may vary
depending on the location of the incident: whether it has taken place in or out of school; in the
United Kingdom or overseas; in school time or holidays.

8|Page



ACTION

WHOSE RESPONSIBILITY?

If incident at school — ensure appropriate
action taken to make all children and staff
safe and involve first aider if appropriate

Staff on duty must immediately report to the
College Director

Inform Chair of Governing Body

College Director

Inform/call in to School all appropriate staff
(pastoral and teaching) and parents if
necessary

College Director

Liaise with emergency services as
appropriate

First person involved

Retrieve contact numbers for staff/parents

Administrative Assistants at the request of
the College Director

Inform staff and parents as appropriate

College Director

Meet relevant parents, if appropriate

College Director

Inform pupils, if necessary and as
appropriate

College Director or designated teachers

Liaise with the media (prepared statement)

College Director who may delegate to the
Deputy Director/ Assistant Headteacher
(Primary)

Visit site of disaster

College Director

Ensure School continues to function as
normally as possible

Teachers, under direction of College Director

Consider use of counsellors for those
affected by the disaster including members
of the team, staff and children

College Director in consultation with the
Catholic Children’s Society School
Counselling Service and Chair of Governors

Maintain a log of phone calls

Administrative Assistants
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An incident involving injury or death to pupils will require the most careful and sensitive
treatment. Once it is clear that nobody else is in immediate danger, it is important to think
carefully about the communication strategy; statements, once made, cannot be retracted. The
guidance in Appendices A and B holds good, and it is worth emphasising again the importance
of sensitivity in dealing with relatives, friends and colleagues of those most affected by the
crisis. The next of kin should always be given information before it is made available to the
media; careful thought should be given as to who will speak to the relatives and whether it
should be done in person, rather than over the telephone.

In the case of alleged criminal activity, scandal or impropriety, an important aspect of
managing the situation may involve protecting the individual(s) concerned so that they can be
dealt with, if appropriate, through the due process of law. This may mean helping them to
leave the premises and move to a suitable 'safe house'. The individual must be presumed
innocent until found guilty by the legal process, so it is important that nothing is said or done
which could interfere with his/her right to a fair trial; however, this does not mean that life
must carry on as though the allegations had not been made, and it may well be necessary to
reach an agreement with the person concerned that they will stay away from the College
and/or not approach staff or pupils while events unfold.
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APPENDIX A
Handling The Media

When a disaster occurs, one of the most critical factors in making a successful recovery may be
the way that public relations are handled. This is even more vital when the crisis takes the
form of an accident or a scandal relating to staff or pupils, when the press can be expected to
be highly intrusive and merciless in their investigations. Saying the wrong thing can have
significant repercussions. There are certain principles which apply in all cases:

e Staff should be told not to speak to the press themselves, but to refer the query to the
College Director or the Communications Officer. Nobody else should speak to the press
except the College Director or Communications Officer

e The College Director and Bursar’s office staff should have an agreed line for the press,
and should not deviate from that line. The briefing notes should take account of the
following:

Questions about normal policies should be anticipated

Do not get drawn into answering hypothetical questions

Do not admit liability

Do not attribute blame

Do not identify any individuals involved until their next of kin have been

informed

Do not attribute views to other individuals or organisations

Only use facts which are absolutely certain, and avoid unnecessary detail

Never comment "off the record"

If giving a TV interview or posing for a press photograph, consider the

background of any location shots — do not stand in front of the disaster scene.

e A press statement should be cleared with the Chair of the Governing Body and issued as
quickly as possible. Routine enquiries should be answered by reference to the
statement.

e The press statement should be reviewed at least once every day, and revised and
re-issued as required.

O 0O O O O

O O O O

e Press should not be allowed on the premises, except by invitation.

e Where appropriate and if possible, pupils should be asked not to speak to the press,
and to report to the College Director any incidents where they have been approached.

e Staff should be aware that members of the press will sometimes pretend to be a
previous student, a governor or a parent. They should treat all enquiries with extreme
caution.

e [tisvital that any information given to the press tallies in factual content and approach
with the line that has been given to parents and pupils. Any discrepancies will be
quickly revealed and will reflect badly on the College's management.

MEDIA CONTACT NUMBERS

Channel 103 ..o s s s 01534 888103
RAIO JEISEY oottt ettt 01534 870000
Jersey Evening POSt .....coooviiiiiiiii 01534611611
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APPENDIX B

Guidance For Staff Handling Telephone Calls
Update and link the following to GDPR

Give your name if it is requested

Keep calm and listen carefully to the caller

Show that you understand their concerns and want to help them, but say nothing that
you have not been authorised to do by the College Director

Reassure the caller that the situation is under control

Do not in any circumstances admit liability or fault

Never criticise the College, any of its staff, or the way the crisis is being handled

Do not give out personal details relating to individuals without the authority of a senior
manager

Never say anything "off the record" or "in confidence"

Do not become impatient or lose your temper

Refer all queries to the College Director or the Bursar’s office staff.

Only promise to call back if you are certain that you can do so

If a journalist or reporter calls, refer them to the press statement

Be aware that journalists can masquerade as parents, past students or governors. Be
very wary of intrusive questions and, if in doubt, say you will call back. Check the
number they give, or ask for other details (e.g., confirmation of address) before
providing information

Make a brief note of each call, logging the time, who called and what information was
given.
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APPENDIX C

EMERGENCY TELEPHONE NUMBERS

List of Governors' email addresses and telephone numbers.............c.c.cuuue... Appendix E
I e e e s e 999

POLICE. ..ttt sttt sttt st st a s et et b st s 999
AMBUIGNCE. ...ttt st seb et st ses e sa e 999

European Insurance Brokers — (Gordon Harris)......ccccceveeeseseeeceeievesreeeeene. 01534 833789
Solicitors (Viberts — Advocate Christopher Scholefield).......cccccoevveveveeceinenee. 01534 632255
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APPENDIX D
Reporting the incident to Insurers

When notifying Insurers, it would be helpful to have the following details immediately
available:

Note pre-prepared answers against each item below before calling

e The exact location of the incident

e The time and date of the incident

e Brief details of the circumstances of the incident

e The extent of damage (best estimate including consequential losses)

e The present situation (e.g., attendance of emergency services/emergency repairs
already in hand)

e The name and telephone number of the person they are to contact on site.

Name of contact at insurance broker - Account Manager = Gordon Harris, 01534 833789

When called? Date Time

Agreed actions
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APPENDIX E

List of Governors' Email Addresses and Telephone Numbers

GOVERNORS GOVERNORS COLLEGE STAFF
Vice Chairman Chairman College Director
Mr Michael Cutland Mr Steven Meiklejohn Mr J Turner
E-mail: E-mail: E-mail:

m.cutland@dls-jersey.co.uk

s.meiklejohn@dls-jersey.co.uk

jason.turner@dls-jersey.co.uk

Mrs Kim Hewlett
E-mail:

k.hewlett@dlIs-jersey.co.uk

Mr Nigel Sweeny
E-mail:

n.sweeny@dls-jersey.co.uk

Deacon Nick Le Cornu
E-Mail:

n.lecornu@dls-jersey.co.uk

Mr G Zambon
E-mail :

g.zambon@dls-jersey.co.uk

Parent Governor :
Mrs L Payn
E-mail :

l.payn@dIs-jersey.co.uk

Primary School Staff

Secondary School Staff

Clerk
Karen Wall

Governor Governor c/o De La Salle College
Mrs Leesa Sale Mrs Tracey Townsend Wellington Rd
E-mail : L.sale@dls- E-mail: St Saviour JE2 7TH
jersey.co.uk t.townsend@dls-jersey.co.uk | 1el: 754100
E-mail: k.wall@dls-jersey.co.uk
Solicitors

Viberts Jersey
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APPENDIX F
Key Staff Telephone Numbers

Mobile
College Director (Jason Turner) 07797739084
Assistant Headteacher (Primary) 07829 989604
Deputy Director (Kevin McGinty) 07797712548
Assistant Headteacher (Day to Day) (Simon Barrett) 07797713902

Deputy Director (Safeguarding and H & S) (David Sharrock) 07797886734
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Appendix G — Disaster recovery Document

Disaster Recovery
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What is a ‘Disaster’ for the College ICT systems?

This would be a failure of a critical system or critical hardware that limits the day-to-day operation of
the College.

What are the critical systems? What is the effect of their failure?

e Domain core functionality (Active directory, DNS etc).
Failure of these systems would prevent users accessing the school computers.
e Office shared area.
No access to main office document store, Bursar finance software.
e Staff shared area.
No access to main teaching resources, curriculum and pastoral documents.
e Email.
No email communication.
e The internet.
No access to online resources including email, Teams and Office365.
e Office 365 and Teams.
No access to online teaching resources in Office 365 or Teams, no email.
e Printing.
Unable to produce hard copies of documents, mail shots etc.
e Bursar Finance packages (QuickBooks and Sigma Payroll).
Unable to pay bills or pay staff.

What hardware facilitates these critical systems?

1. Domain core functionality (Active directory, DNS etc).
svr-rmhost (svr-pdc, svr-dc)
svr-syn

2. Staff shared area.
Office shared area.

3. Email:
*See Internet
4. Internet:

Smoothwall, 2 x JT routers
5. Office 365 and Teams:
*See Internet
6. Printing:
svr-printers
7. Bursar Finance packages (QuickBooks and Sigma Payroll).
svr-syn, hse-bur-01, hse-bur-02.
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SUPPORT:
RM Support +44 (0)1235 645317
Arrow IT: 0121 295 1305

Consult with support before taking action.

Ransomware / virus attacks, actions to take:

In the event of a ransomware attack or a virus being identified on the College network then the
precautionary measures needed will cause considerable disruption even if the ‘attack’ is seemingly
having little effect initially. This is required to ensure the ‘attack’ is stopped and rectified before doing
too much damage.

1. Inform SMT that systems are going to be taken / have been taken offline.

2. Isolate all hardware running critical systems from the network until all hardware
effected by the attack has been identified. This will essentially stop access to all ICT
systems and will cause major disruption while this process is taking place.

3. Identify and isolate the source hardware / system from the rest of the network.

4. Identify all other effected hardware, isolate that hardware from the network and bring
critical systems back on to the network (unless their hardware is on the list of effected
by the attack).

5. If critical systems have been affected then restore them to their last known unaffected
state.

6. Any desktops or other non-critical software should be wiped and re-installed, desktops
should have their HDD destroyed and replacements used.
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SVR-SYN

Location: CTR server room.

Hardware: Synology RS820RP+
Volume
volume 1 Main Volume 17 % 3.7 TB 209 TB
Drive
Drive 1 HATS5300-8T 38 °C/ 100 °F 7.3TB Healthy Storage Pool 1
Drive 2 HATSZ300-8T 40 °C / 104 °F 7.3TB Healthy Storage Pool 1
Drive 3 HATS5300-8T 40 °C / 104 °F 7.3TB Healthy Storage Pool 1
Drive 4 HATS300-8T 36 °C /97 °F 7.3 TB Healthy Storage Pool 1

Role: Hosts ‘RMStaff’ and ‘School Office’ shared areas.

Backup details:

Software: Hyper Backup

Backs up to Tandberg RDX drive connected via USB, 3 x 3TB weekly cartridges 1 x 500gb incremental, 1 x
3TB termly (offsite)

RMSTAFF and School office backed up weekly, school office every weekday

Actions:

In the event of destruction or critical hardware failure of the RS820 device then the following action
should be taken: (Note: does not include single drive failure, which will not affect usage)

1. Areplacementis ordered.

2. School Office is restored to an alternative network location. RDX drive can be connected
to another station and manually copied across.

3. Itis likely there would not be sufficient space to restore the whole of ‘RMStaff’ until the
replacement hardware was installed, SMT should advise on what critical items should
be restored until that happens. Again, they would be restored and configured on a
separate network location and shared.

4. If restored to new areas then these would need to be allocated to stations using the
group policy. Liaise with RM Support.

5. Ensure the new locations are made part of the backup regime.

6. Once the replacement hardware is in place then the areas should be restored in full and
stations mapped the new area again. Again, the backup would need changing to back
up the new hardware.

7. Once the new hardware is up and running remove the temporary areas created.
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SVR-RMHOST
Location: CTR Server room.
Hardware: DELL POWEREDGE R450, ST: 621KSY3, EXPRESS SERVICE CODE 15179660427
2 X SILVER 4309Y, 128GB (8 X 16GB) RAM, 4 X 2.4TB 10K SAS, 2 X 240GB M.2 AND 4

WARRANTY — RM 5 YEAR DISASTER RECOVERY NEXT BUSINESS DAY (EXP 07/2028)
Backups were set up and configured by RM

Role: Hyper-V host (see ‘Network Overview’ document for full details)
Backup details: Backed up SVR-RMVEEAM
Actions:

In the event of destruction or critical hardware failure of the server the following action should be
taken: (Note: does not include a single drive failure, which will not affect usage)

1. Rm support will be able to advise on restoration of the software and replacement of
hardware under warranty.

SMT should be made aware there will be significant disruption until there is a working PDC available on
the network again, it is unlikely any Secondary staff or Primary students will be able to log in.

SVR-PDC

Location: CTR Server room.

Hardware: Virtual server on svr-rmhost

Role: Primary Domain Controller (see ‘Network Overview’ document for full details)

Backup details: Backed up via VEEAM on svr-rmveeam to f: drive then copied top RDX drives attached
via usb.
drives are kept in the House server room safe and off site.

Actions:

In the event of destruction or critical hardware failure of the server the following action should be
taken: (Note: does not include a single drive failure, which will not affect usage)
2. Rm support will be able to advise on restoration of the software and replacement of
hardware under warranty.
3. SMT should be made aware there will be significant disruption until there is a working
PDC available on the network again, it is unlikely any Secondary staff or Primary
students will be able to log in.
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SVR-DC

Location: CTR Server room.
Hardware: Virtual server on svr-dchost
Role: Domain Controller (see ‘Network Overview’ document for full details)

Backup details: Backed up via VEEAM on svr-rmveeam to f: drive then copied top RDX drives attached
via usb.
drives are kept in the House server room safe and off site.

Actions:
In the event of destruction or critical hardware failure of the server the following action should be
taken: (Note: does not include a single drive failure, which will not affect usage)
1. Rm support will be able to advise on restoration of the software and replacement of
hardware under warranty.
2. SMT should be made aware there will be significant disruption until this Domain
Controller available on the network again, it is unlikely any Secondary students or
Primary staff will be able to log in.

SVR-DLSHOST1
Location: House Server room.

Hardware: SN: YM6D006997 (May 2018, IDNS)
Fujitsu RX2540 M4, XEON Silver 4110 8C (x2), 256GB DDR4-2666 R ECC,
SSD SATA 6G 150GB M.2 N H-P (x2) (on board)
4 x 600GB SAS

Role: Hyper-V Host (see ‘Network Overview’ document for full details)
Backup details: Backed up by SVR-SYN nas drive by ‘Active Backup For Business’.
Actions:

In the event of destruction or critical hardware failure of the server the following action should be
taken: (Note: does not include single drive failure, which will not affect usage)
1. Order required replacement hardware.
2. Critical printers can be set up on another server and shared via GPO.
3. Once working hardware is installed, set up a Hyper-V host and restore the virtual
machines.
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